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[LETTER

Improving the Adaptive Steganographic Methods Based on

Modulus Function®

Xin LIAO, Qiaoyan WEN'", Nonmembers, and Jie ZHANG ™", Member

SUMMARY This letter improves two adaptive steganographic methods
in Refs. [5], [6], which utilize the remainders of two consecutive pixels to
record the information of secret data. Through analysis, we point out that
they perform mistakenly under some conditions, and the recipient cannot
extract the secret data exactly. We correct these by enlarging the adjusting
range of the remainders of two consecutive pixels within the block in the
embedding procedure. Furthermore, the readjusting phase in Ref.[6] is
improved by allowing every two-pixel block to be fully modified, and then
the sender can select the best choice that introduces the smallest embedding
distortion. Experimental results show that the improved method not only
extracts secret data exactly but also reduces the embedding distortion.

key words: steganography, adaptive steganographic methods, pixel-value
differencing, modulus function

1. Introduction

Steganography is a technique of hiding information into
innocuous-looking cover media, by slightly modifying the
cover, without being suspicious [1]. Images are the most
popular cover media, and many image steganographic meth-
ods are presented. According to the characteristics of human
visual system, it is sensitive to some changes in the pixels
of the smooth areas, while it is not sensitive to changes in
the edge areas. Thus, several adaptive steganographic meth-
ods based on pixel-value differencing (PVD) have been pro-
posed, in which the amount of bits to be embedded in each
pixel is variable. In 2003, Wu and Tsai proposed a novel
steganographic method, in which the number of bits to be
embedded in a pixel is decided by the difference value be-
tween two neighboring pixels [2]. Chang and Tseng pro-
posed the difference value between the pixel and its upper
and left side pixels to determine how many secret bits should
be embedded [3]. Wu et al. presented a new steganographic
method combining PVD and LSB substitution [4]. In 2008,
Wang et al. proposed a high quality steganograpic method
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with PVD and modulus function, utilizing the remainders
of two consecutive pixels to record the secret information
[5]. In 2010, Jung proposed a steganographic method using
PVD, modulus function and LSB substitution, i.e., secret
data can be embedded on the edge area by PVD and mod-
ulus function, and on the smooth area by LSB substitution
[6]. Compared with Wang et al.’s method, it provided higher
embedding capacity instead of the quality of stego images.

However, the embedding procedures in Refs. [5], [6]
perform mistakenly under some conditions, i.e., the recip-
ient cannot extract the secret messages exactly. In Sect. 3.1,
the detailed theoretic analyses are given, and we correct
these by enlarging the adjusting range of the remainders of
two consecutive pixels.

Furthermore, the readjusting phase in Ref. [6] can also
be improved. In Sects.3.2, by allowing every two-pixel
block to be fully modified, the sender can select the best
choice that introduces the smallest embedding distortion.

Section 4 gives the experimental comparisons between
Jung’s method and the improved one. It is shown that the
improved method not only extracts secret data exactly but
also provides better image quality when concealing with the
same embedding capacity.

2. Literatures Review

In this section we will briefly review two adaptive stegano-
graphic methods in Refs. [5], [6]. Both of them modify the
remainders of two consecutive pixels to record the secret
data. A gray-value cover image is partitioned into non-
overlapping blocks of two neighboring pixels, and all possi-
ble difference values between two neighboring pixels range
from O to 255. A range table R is designed, consisting of 6
contiguous sub-ranges Ry (k = 1,2,---,6). Each sub-range
Ry has its upper and lower bound values u; and I, respec-
tively. The width wy = u; — I + 1 is designed to be a power
of 2. Ry =[0,7], Ry = [8,15], Rz = [16,31], Ry = [32,63],
Rs =64, 127], R = [128,255].

2.1 Embedding Procedure

For each two-pixel block (y;, y;+1), the embedding proce-
dure is described as follows. We only execute Step 1,3.4,5
in Wang et al.’s method. In order to increase the embed-
ding capacity in the smooth areas, Jung’s method embeds
the secret data using LSB substitution in the smooth areas,
and still uses Wang et al.’s method in the edge areas. The
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range of the difference value between two consecutive pix-
els is partitioned into the smooth area and edge area by a
predefined division. We execute Step 1-7 in Jung’s method.

Step 1: Calculate the difference value D = |y; — y;41| of
two consecutive pixels (y;, yi+1)-

Step 2: Use the division T to judge the area that the
two-pixel block belongs to. If D > T, the block belongs to
the edge area, go to Step 3. Otherwise, the block belongs to
the smooth area, go to Step 6.

Step 3: Find the optimal sub-range R; of D such that
D € [I, ur]. Calculate the number of secret bits n = log, (wy)
that can be embedded in the block. Read n bits from the
binary secret messages and transform into decimal value b.

Step 4: Calculate the remainder of the sum of two pix-
els Frem = (Yi + yis1) mod 2". Let m = |F,,, — b| and
my; = 2" — m. The adjusting algorithm is as follows.

case 1: if From > b, m < 2"7' and y; > yiy1, then
W5 Yiy) = (i = [m/21, yisy — Lm/2))

case 2: Frpy > b, m < 2" and y; < yiy1, then
W5 viyy) = Wi — m/2], yis — Tm/2])

case 3: if Frpp > b, m > 2" and y; > yiy1, then
>y = Wi + lmi /2], yivr + [my/27)

case 4: if Frpp > b, m > 2" and y; < yiy1, then
>y ) = Wi + Tm1 /2], yivy + Ly /2])

case 5: if Froy < b, m < 27! and y; > yiy1, then
Wy, ) = Wi +1m/2], yi1 +m/2])

case 6: if Frop < b, m < 2", and Yi < Y1, then
Wy, ) = Wi +[m/2], yir1 + Lm/2))

case 7: if Frop < b, m > 27! and y; > yiy1, then

W tly) = (i = T /21, yit = L /2))

case 8: if From < b, m > 2"7' and y; < yis1, then
Wy, = Wi — mi /2], yiv1 — Tmy /27)

Step 5: Revise y; and y;,, when y; < Oory, B <O
ory; > 255 or y;,, > 255. A detailed implementation was
given in Refs. [5], [6].

Step 6: Read 3 bits from the binary secret messages,
and convert y;, y;41 to be y},y;,, by the 3-bit LSB substitu-
tion, respectively.

Step 7: This step is called “the readjusting phase”.
Calculate the new difference value D" = |y;-y’ ,|. If D" > T,
readjust y; and y; | as follows.

case I:if y; > y,,, then (y},y’,,) = (y. — 8,y},, + 8).

case 2: ify. <y ,,then (¥}, y;,,) = (y; + 8,y.,, — 8).

2.2 Extracting Procedure

We can quickly extract the secret data without the origi-
nal image. Partition the stego image into two-pixel blocks,
which is identical with the embedding procedure.

For Wang et al.’s method, calculate the number of se-
cret bits n that can be extracted from the two-pixel block.
Calculate the remainder of the sum of two pixels b =
(y; +y;,,;) mod 2". Transform b into the binary secret data.

For Jung’s method, calculate the difference value D.
Use the division T to judge the area that the two-pixel block
belongs to. If D > T, the block belongs to the edge area, and
extract secret data using Wang et al.’s method. Otherwise,
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the block belongs to the smooth area, and extract 3 secret
bits from the 3-bit LSB of y; and y;, , respectively.

+1°

3. Theoretic Analyses and Improvement
3.1 Improvement for the Adjusting Algorithm

The adjusting algorithm was proposed to alter remainder of
the sum of two consecutive pixels so as to record the secret
data exactly and reduce the embedding distortion. However,
it has a loophole. Here we will show that, under some con-
ditions, the recipient cannot extract the secret data exactly,
i.e., the original adjusting algorithm is invalid.

For all the cases 1-8 in Step 4, we find that

L , . _[D if m=0(mod 2)
D_|yi_yi+l|_{D_1 if m=1(mod 2) M)

In addition, the widths of sub-ranges R; are 8, 8, 16, 32, 64,
128, and the numbers of secret bits n that can be embedded
are 3,3,4,5,6,7. All the [; are the even numbers.

Theorem 1: Suppose that two pixels y; and y;, satisfy
their difference value D = [; (3 < k < 6), then the original
adjusting algorithm is invalid when the secret data b such
that 2""! < b <2"and b = 1 (mod 2).

Proof: Fep and (y; + yi11) have the same parity. Be-
cause the parity of the sum of two numbers is the same as
that of their difference, F,.,, and D = |y; — y;+1| have the
same parity. Since D = [; and I, is an even number, F,.,, is
an even number. » = 1 (mod 2), so m = |F,.,, — b| is an odd
number. From Eq. (1), wehave D’ =D -1 =[; — 1 = u_y,
soD € [_i,up—1] and n’ = 10g2 w1 =n—-13<k<6).

In the embedding procedure, the sender modifies the
remainders of the sum of two consecutive pixels, such that
(y; +y,,) mod 2" = b. Thus, (y; +y;, ) =2"Xq+b,q € Z.

In the extracting procedure, the recipient calculates

W +yi,) mod 2" = (2" x g +b) mod 2!

b if 0<b<2!
Tlb-2mt it l<h<2n

He will mistake b — 2"~! for the secret data when 2"~! < b <
2"and b = 1 (mod 2). Q.E.D

The original adjusting algorithm makes the difference
values smaller under some conditions, resulting in failure to
extraction. To avoid this problem, we enlarge the adjusting
range of the remainders of two consecutive pixels. Step 4
should be modified as follows.

Step 4: Let y = yi + ji,Yi,, = Yir1 + jo, lj1h 12l <
2", j1, j2 € Z. Search (y}, y;, ) such that

(D) D" =y, -y, € Ui, wil.

2)b=(y; +y,,) mod 2".

(3) The value of (y; — y)> +(y

D yi.y.,, €10,255].

It is shown that the searching range of each pixel is
271 and the maximum choice is 28. Thus, for a M x N
grayscale image, the computational costs are not more than
28 x M x N, and the computation complexity is O(MN).

', —Yis1)* is minimized.
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Table1  Experimental comparisons based on the same embedding capacity for ten cover images.
Jung’s (T = 15) Improved (T = 15) Jung’s (T = 31) Improved (T = 31)
Covers Capacity PSNR  IF Capacity PSNR  IF Capacity PSNR  IF Capacity PSNR  IF
Lena 768612 37.75 0.999353 768612 40.32 0.999642 783898 37.75 0.999352 783898 40.37 0.999646
Baboon 729526 37.48 0.999345 729526 39.55 0.999593 776644 37.39 0.999330 776644 39.64 0.999602
Peppers 774985 37.49 0.999306 774985 39.89 0.999600 784623 37.65 0.999331 784623 40.21 0.999629
Toys 772678 37.28 0.999208 772678 39.41 0.999514 782788 37.25 0.999202 782788 39.42 0.999515
Boat 760145 37.35 0.999438 760145 39.53 0.999659 781037 37.34 0.999436 781037 39.59 0.999664
Girl 771137 37.75 0.999451 771137 40.47 0.999707 785255 37.81 0.999459 785255 40.55 0.999712
Gold 768850 37.77 0.999262 768850 40.38 0.999595 784304 37.79 0.999265 784304 40.45 0.999602
Zelda 778303 37.85 0.999215 778303 40.60 0.999583 785623 37.87 0.999218 785623 40.63 0.999586
Barb 738908 36.88 0.999267 738908 38.52 0.999498 774500 36.75 0.999246 774500 38.53 0.999499
Tiffany 772946 37.69 0.999720 772946 40.28 0.999846 784216 37.69 0.999720 784216 40.30 0.999847
Average 763609 37.53 0.999357 763609 39.90 0.999624 782288 37.53 0.999356 782288 39.97 0.999630
Table 2  Experimental comparisons based on the same embedding capacity for two image databases.
T=1 T =15 T =31 T =63
Capacity PSNR  IF Capacity PSNR  IF Capacity PSNR  IF Capacity PSNR  IF
Jung’s 695992 31.29 0.991495 744394 31.78 0.992774 766974 32.55 0.994335 773217 33.88 0.996189
Improved 695992 32.11 0.991818 744394 32.64 0.993099 766974 33.53 0.994675 773217 35.13 0.996543
; P i 255 X255 X M X N
Usually, the o?omputlng complexity is acceptable in image PSNR =10 x log,, (dB) )
steganographic methods. M N )
2 (Pij—qij)
i=1 j=1
3.2 Improvement for the Readjusting Phase M N
_ Z (pi, j ‘h,/)
The readjusting phase was executed if and only if the new JF=1- == 3)
difference value D’ > T, and there are only two ways of g ZZV: e
4 i

readjusting. In fact, for each two-pixel block, the readjusting
phase can be executed, regardless of whether D’ > T or
not. The modification directions can also be exploited fully,
other than two original ways.

In the improved one, we execute the readjustment for
every pixel pair and allow nine different ways of modifica-
tion, so the sender can select the best choice that introduces
the smallest distortion. Step 7 is modified as follows.

Step 7: Let §; = y; + j1 X 8,0is1 =y, + J2 X 8, here
Jji, j2 €10, 1, —1}. Search (i;, §;+1) such that

(1) D =1§i = jint| < T

(2) The value of (§; — y;)*> + (Ji+1 — yi+1)* is minimized.

(3) G 9is1 € [0,255].

It is shown that the searching range of each pixel is 3.
For a M x N grayscale image, the computational costs are
not more than 3 X M X N. The computation complexity is
also acceptable.

4. Experimental Results

In this section, experimental results are presented to demon-
strate the correctness and effectiveness of the improved
method. Random bit streams and ten grayscale images are
used as the secret data and cover images. The peak signal
to noise ratio (PSNR) and image fidelity (IF) are utilized
to evaluate the quality of stego images [7]. For a M X N
grayscale image, the PSNR and IF values are defined as fol-
lows:

1 5]

1l
~.
Il

where p; ; and g; ; denote the pixel values in row i and col-
umn j of the cover image and the stego image, respectively.

Table 1 shows the comparisons results of ten cover im-
ages based on the same embedding capacity, where the di-
visions T = 15 and T = 31. It is shown that our improved
method can obtain higher PSNR and IF values.

To further evaluate the performance, two image
databases are used in the experiments. 2000 test images in-
clude (but not limited to) landscapes, plants, animals, people
and buildings.

(1) UCID Database [8]: randomly download 1338
color images with size of 384 X 512 or 512 x 384.

(2) Ground Truth Database [9]: randomly download
662 color images, and resize them to 756 X504 or 504 X 756.

Table 2 shows the comparisons results of two images
databases based on the same embedding capacity, where the
divisions T = 7,15,31,63. It is shown that the improved
method is effective.

5. Conclusion

In this letter, two adaptive steganographic methods based on
modulus function are improved. Firstly, we point out the
recipient in Refs. [5], [6] cannot extract the secret data ex-
actly under some conditions, and then correct these by en-
larging the adjusting range of the remainders of two consec-
utive pixels. Furthermore, the readjusting phase in Ref. [6]
is improved by fully exploited the modification of pixels.



2734

The improved method majors in more significant pro-

motions in the terms of correctness and effectiveness. In
future, besides the merits achieved in this letter, we will at-
tempt to modify it to achieve stronger security.
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